[bookmark: _GoBack]RULES FOR IMPLEMENTING PROFESSIONAL INTERNSHIPS FOR MEDICAL STUDENTS AT THE L. ZAMENHOF UNIVERSITY CHILDREN'S TEACHING HOSPITAL   
IN BIALYSTOK


I. Documents required for completing a professional internship:
1. Professional internship agreement in two copies ( the person appointed by the Director to represent UDSK in Białystok is Elżbieta Sienkiewicz - Deputy Director for Nursing);
2. A photocopy of the third party liability and accident insurance policy;
3. Information clause for students undergoing professional internships at the UDSK in Białystok (Appendix No. 1);
4. Signed Authorization for the processing of personal data in connection with the postgraduate internship (Appendix No. 2);
5. Declaration of having read  the Instructions for the processing of personal data at the L. Zamenhof University Children's Clinical Hospital in Białystok (Appendix No. 3);

II. The procedure for obtaining consent to undertake a professional internship
1. The condition for completing the internship is the prior signing of the Internship Agreement;
2. The date of the internship should be agreed upon with the Secretary Office of the Clinic/Ward where it is 
to be carried out.
3. Completed documents should also be left at the Clinic/Ward Secretary Office in order to obtain the written consent of the Clinic/Department Head, confirmed by a written signature on two copies of the Agreement.
4. All documents listed in point I, completed and signed 
should be submitted  by the Clinic/Ward Secretary to the Deputy Director for Nursing
5. Agreements that are not completed, completed incorrectly or without the above-mentioned appendices will not be 
considered.
6. The student collects a signed copy of the Agreement from the Clinic/Ward Secretary Office.
7. On the day of starting the internship, the student is obliged to present the internship program to the internship supervisor.
internships and third party liability and accident insurance policies
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Example of completing the Agreement
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Appendix no. 1
Information clause for students undergoing student professional internships at the UDSK in Białystok


in connection with Article  13 of Regulation 2016/679 of the European Parliament and of the Council (EU) of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (GDPR), which applies since 25 May 2018, we inform you about the processing of data and the rights related to the processing of such data:
Data Administrator
The administrator of your personal data is the L. Zamenhof University Children's Teaching Hospital in Białystok.
Contact details of the Data Protection Officer
Contact details of the Data Protection Officer, whom you can contact on any matter relating to the processing of personal data, tel. 857450760, e-mail: iodo@udsk.pl
On what basis and for what purposes do we process data?
Your personal data will be collected and processed for the purpose of:

a) handling professional internships pursuant to Art. 1 lit. 6(1) (c)  of the GDPR; Act of 26 June 1974 Labor Code
b) handling postgraduate Internship pursuant to Art. 1 lit. 6(1) (c)  of the GDPR; Act of 26 June 1974 Labor Code; Act of 5 December 1996 on the profession of physician and dentist; Regulation of the Minister of 2 January 2013 on the specialization of doctors and dentists;
c) implementation of accounting goals pursuant to Art. 1 lit. 6(1) (c) c) GDPR; Act of 29 September 1994 on accounting;
d) implementation of tax goals pursuant to Art. 1 lit. 6(1) c) GDPR; Act of 29 August
1997 Tax Ordinance;
e) archiving documents pursuant to Art. 1 lit. 6(1) (c) GDPR, Act of 20 October
2015 on the classification and qualification of documentation.

The provision of personal data for the above-mentioned purposes is obligatory under the law. Failure to provide your data may result in your being prevented from completing your professional internship.

Your personal data will not be processed in an automated manner, including in the form of profiling, i.e. no decisions that produce legal effects for a person or significantly affect them in a similar way will be based solely on the automated processing of personal data and do not involve such an automated decision.

Who can we share data with?
Personal data may be made available to authorized entities under legal provisions. Your personal data may also be made available to providers of technical/organizational services and solutions (IT service providers, courier and postal companies, insurers, document archiving companies, training providers, etc.), legal and advisory services (law firms, auditing firms, etc.) in accordance with the provisions on personal data protection and subject to confidentiality.
How long will we store your data?
Your personal data will be stored in accordance with the provisions of the law in force in this respect, in particular for the period specified in the office instructions. In the event of processing personal data based on your consent, the Administrator will store your data until you withdraw your consent. After the indicated period, the documents will be destroyed.
Rights regarding data processing
You have the right to:
a) access to your data and receive a copy thereof;
b) to rectify (correct) your personal data;
c) to limit the processing of personal data;
d) to delete personal data;
e) to withdraw consent when we process your data based on consent;
f) the right to lodge a complaint with the President of the Personal Data Protection Office (to the address of the Personal Data Protection Office)
(ul. Stawki 2, 00 - 193 Warszawa).


We inform you that the Administrator makes every effort to provide physical, technical and organizational means of protecting personal data against accidental or intentional destruction, accidental loss, alteration, unauthorized disclosure, use or access, in accordance with all applicable regulations.
I have read,


………………………………………………...
(date and legible signature)

Appendix no. 2
AUTHORIZATION No. ……./202….
to process personal data in connection with student professional internship
As of the day	pursuant art. 29 in connection with Art. 28 sec. 3 of the regulation of the
European Parliament and of the Council (EU) 2016/679 of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)  (O.J. EU  L 119, 4.05.2016, p.  1-88), (GDPR), I authorize Mr./Ms.*
…………………………………………………………………………………………………………………………………………………………….

(name and surname)

to process personal data in connection with a student professional internship
at ……………………………………………………………………………………………………………………………………………..…..
(name of the organizational unit where the internship will be carried out)

regarding access to patients' personal data in IT systems and 
traditional documentation at the L. Zamenhof University Children's Teaching Hospital in Białystok.

The authorization expires on the day of completion of the student internship.
at the L. Zamenhof University Children's Teaching Hospital in Białystok.

At the same time, I hereby inform you that you are obliged to keep information on the types and methods of data processing confidential. This obligation also exists after the completion of the student professional internship.

……………………………………………………………………..
(date and signature of the Data Administrator)


DECLARATION
PERSON AUTHORIZED TO PROCESS PERSONAL DATA

I, the undersigned, declare that:
1) before obtaining access to personal data, I have read the provisions on the protection of personal data, in particular Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016. on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (O.J. EU.L 2016,119, s.1, (O.J. EU.L 2018,127, s.2 and (O.J. EU L 74 z 04.03.2021, p. 35) (in short: GDPR) and the provisions of the Act of 10 May 2018. on the protection of personal data;
2) I am familiar with the content of the article. 4 sec. 1 GDPR, according to which personal data is considered to be any information relating to an identified or identifiable natural person;

3) I confirm that I have read the instructions regarding the processing of personal data at the UDSK in Białystok;
4) I undertake to comply with the provisions on the protection of personal data, in particular not to use the data for purposes incompatible with the tasks entrusted to me, i.e. modifying, duplicating, deleting, saving on media and transferring data in any form, outside the scope of data processing and the scope of authorisation;
5) I undertake to keep confidential all information related to the processed data and the processing of personal data, the security measures applied - technical and organizational;
6) I am aware of my obligation to keep confidential the personal data to which I will have access during and after the internship;
7) I acknowledge that failure to comply with the above obligations will constitute a violation of the criminal provisions of the Personal Data Protection Act.



………………………………………	……………………………………………….....
(place, date)	(date and signature of the person authorized to process data)






*delete where not applicable

Appendix no. 3
Instructions for processing personal data
at the L. Zamenhof University Children's Teaching Hospital in Białystok
In accordance with the Personal Data Protection Policy and the Instructions for managing the IT system used to process personal data, it is required that:
1. Only persons with written authorization have access to personal data.
 
2. The data is protected against access by unauthorized persons.
3. The rooms in which personal data are processed are locked.
4. Only authorized employees had access to the keys.
5. Access to the premises was only possible during working hours. If required outside working hours – only with the permission of the data administrator.
6. Only authorised persons could have access to the rooms where personal data is processed.
7. In the case of rooms to which unauthorised persons also have access, they may stay in these rooms only in the presence of authorised persons and only for the time required to perform the necessary activities.
8. The cabinets in which the data is stored are locked.
9. Only authorized persons have the keys to these cabinets.
10. The data cabinets are only opened for the time needed to access the data and then they were
closed.
11. Paper data are on desks only for the time necessary to perform the
official tasks and are then hidden in wardrobes.
12. Only authorised employees/trainees have access to the computers on which data was processed.
13. Monitors of computers on which data is processed are set so that unauthorized persons did not have access to the data
14. Before leaving your workplace, even for a moment, you should lock your computer's workstation using the keyboard shortcut: "WINDOWS + L"
15. In the event of the need to take a portable computer (e.g. notebook) containing personal data or other protected information out, such computer is appropriately additionally secured and the data is encrypted. Such a fact is immediately reported to IT specialists.

	16. Do not make these computers available to unauthorized persons.
17. Do not use private email while working. Do not open suspicious emails
of unknown origin.
18. Do not connect external data media to computers, e.g. flash drives.
19. Users checked their email inboxes at least once a month and 
deleted old and unneeded messages.
20. Use a data encryption procedure. If it is necessary to send a document with data electronically, the attachment should be previously encrypted and the password to the file should be sent via another medium.
21. The computer network was protected against all outside access.
22. Incorrect or outdated printouts and paper versions containing personal data or other protected information were destroyed by shredding or in some other mechanical way that prevented their replication.
23. Do not independently install any programs in IT systems without the consent and knowledge of the Management and IT Specialists.
24. Keep your operating systems and antivirus software up to date
(this should be reported to the IT Department).
25. All problems, faults and incidents in IT systems are reported to the IT Department.
26. Any breaches of personal data are reported under penalty of employee liability to the data administrator – the Management Board.

	Each employee/trainee is responsible for proper supervision of data processing
and ensuring appropriate protection in their job position, in accordance with their scope of duties.

	Failure to comply with security procedures and data protection breaches may result in
financial, compensatory, disciplinary and, in extreme cases, even criminal liability.

	Cases classified as abreach (incident)or reasonable suspicion of a breach of personal data security are mainly:
1) random situations or unforeseen impact of external factors on system resources, such as: gas explosion, fire, flooding of premises, construction disaster, robbery, theft, terrorist activities, undesirable interference by a renovation team, etc.; or reasonable suspicion of a breach of personal data security are mainly:
2) inappropriate environmental parameters, such as excessive humidity or high temperature, exposure to electromagnetic fields, shocks;
3) hardware or software failure that clearly indicates intentional action	towards




	towards a data protection breach or even sabotage, as well as improper operation of the service, including the fact of leaving service technicians unsupervised;
4) the appearance of an appropriate alarm message from the part of the system that ensures resource protection or another message of similar meaning;
5) data quality in the system or other deviation from the expected state indicating 	a system disruption or other unusual and undesirable modification to the system;
6) violating or attempting to violate the integrity of a system or database;
7) attempted modification or modification of data or change in the data structure without appropriate authorization;
8) unacceptable manipulation of personal data in the system;
9) disclosure to unauthorised persons of personal data or data subject to confidential processing protection procedures or other protected elements of the security system;
10) work in the system or its computer network showing non-random deviations from the assumed work rhythm indicating a breach or failure to protect information – e.g. work at a computer or in the network of a person who is not formally permitted to operate it, a signal about persistent unauthorised logging in, etc.;
11) the existence of unauthorized data access accounts or so-called side gate, etc. ;
12) replacing or destroying data carriers without proper authorization or	unauthorized deletion or copying of data;
13) a gross breach of work discipline in the scope of compliance with information security procedures (failure to log out before leaving the workstation, leaving data in the printer or on the photocopier, failure to lock the computer room, failure to make a backup copy within the specified time, working on official information for private purposes, losing data media, etc.). A breach of data protection also includes any irregularities found in the security of information storage locations (open cabinets, desks, shelves, archival devices and others) on traditional media, i.e. on paper (printouts),
films, foils, photos, CDs in unprotected form, etc.


I have read the following instructions, I fully understand them, and accept them. I undertake to comply with it, which I confirm with my signature.
…………………………………………………………………

(date and signature of the person authorized to process data)

Appendix no. 4


Bialystok, date ……………………………………..


DECLARATION
Name and surname ……………………………………………………………………………………………. University ……………………………………………………………………………………………………………………………………… Faculty ………………………………………………………………………. Program …………………………………………………………. PESEL/Passport No. ……………………………………………………………………………………………………………………………. Date of Birth (applies to people who do not have a PESEL number)
Citizenship……………………………………………………………………………………………………………………………………..
[image: ]	I declare that over the last 20 years I have resided in the following countries other than the Republic of Poland and the country of my citizenship
[image: ]		I declare that over the last 20 years I have not resided in any country other than the Republic of Poland and my country of citizenship[1]




I am aware of criminal liability for submitting a false declaration.


…………………………………………………………
(date, legible signature)


Instruction:
Please place an X in the box next to your selected answer. If you select option 1, please list the countries. [1]
The term "country of my citizenship" applies to persons who are not citizens of the Republic of Poland.
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